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Abstract

UHRATE is a decentralized authenticity network that combines artificial intelligence and

blockchain technology to verify, register, and certify the authenticity of digital content. In an era

defined by synthetic media, AI-generated imagery, document fraud, and digital misinformation,

UHRATE provides a trusted, permissionless infrastructure for establishing the provenance and

integrity of any digital file.

The platform serves both Web2 and Web3 users through an intuitive interface accessible at

uhrate.xyz, offering file verification, document registry, educational credential verification, legal

document registration, media content authentication, NFT certificate minting, and identity

badge issuance — all backed by permanent blockchain records and decentralized IPFS

storage.

Unlike traditional centralized verification services that rely on a single trusted authority,

UHRATE distributes trust across a combination of advanced AI models and public, immutable

blockchain ledgers. This architecture ensures that no single point of failure, censorship, or

manipulation can compromise the integrity of a verification record once it has been issued.

Every certificate, registry entry, and authenticity score generated by UHRATE is independently

auditable by anyone, at any time, without requiring permission from UHRATE itself.

The platform currently supports verification across eight major blockchain networks — BNB

Smart Chain, Ethereum, Polygon, Arbitrum, Optimism, Base, Avalanche, and BNB Testnet —

giving users flexibility in choosing the network that best fits their cost and finality requirements.

This multi-chain approach reflects UHRATE's core philosophy: authenticity infrastructure

should not be locked to a single blockchain ecosystem, but should serve as a neutral,

interoperable layer across the broader Web3 landscape.

The UHRATE Token (UHR) is the native BEP20 token of the ecosystem, serving as both a

utility token for platform access and a governance token for community-driven decision-making.

With a fixed supply of 1,000,000,000 UHR and multiple deflationary mechanisms — including

fee burns, quarterly buyback-and-burn programs, and stake slashing — UHR is designed for

long-term value accrual that scales directly with platform adoption and transaction volume. As

more users verify files, register documents, and stake tokens, the structural scarcity of UHR

increases, aligning the incentives of token holders with the long-term success of the network.

This whitepaper outlines the problem UHRATE solves, the technical architecture underpinning

the platform, the complete tokenomics and governance model of UHR, the staking and rewards

system, and the roadmap guiding UHRATE's evolution from a centralized-team-operated

platform into a fully community-governed decentralized autonomous organization (DAO).
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The Problem

The digital world faces an unprecedented authenticity crisis. Advances in artificial intelligence

have made it trivially easy to generate photorealistic fake images, manipulate videos, clone

voices, and forge documents with near-perfect accuracy. The consequences span every sector

of society:

Misinformation & Deepfakes

AI-generated content is being used to spread false narratives, manipulate elections, defame

individuals, and deceive the public at scale. Existing detection tools are fragmented, unreliable,

and inaccessible to the average user.

Document Fraud

Fake educational certificates, forged legal contracts, fraudulent financial documents, and

counterfeit identity papers cost businesses and institutions billions of dollars annually. There is

no universal, trustless system for verifying document authenticity.

Media Provenance

Journalists, photographers, and content creators have no reliable way to prove that their

original work has not been manipulated or stolen. The lack of provenance verification

undermines trust in legitimate media.

Credential Fraud

Employers worldwide struggle to verify educational credentials, professional licenses, and

identity claims. Manual verification is slow, expensive, and easily circumvented by

sophisticated forgeries.

No Universal Standard

Existing solutions are siloed, centralized, and rely on trusted third parties that can be

compromised, hacked, or shut down. No single platform offers a comprehensive, decentralized

authenticity layer for the entire digital economy.

Market Opportunity

The convergence of generative AI proliferation and growing institutional demand for verifiable

digital trust has created a substantial and rapidly expanding market opportunity. As synthetic

content generation tools become more accessible and sophisticated, the corresponding need
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for verification infrastructure grows in parallel. This dynamic affects multiple large addressable

markets simultaneously:

Sector Pain Point UHRATE Solution

Education Credential and diploma fraud Blockchain-verified academic registry

Legal Contract tampering disputes Immutable document timestamping

Journalism Unverifiable source media Media provenance registry

Enterprise Manual verification overhead Bulk API-driven verification

Identity Impersonation & fake credentials Verified identity badge system

NFT/Web3 Provenance-less digital assets On-chain authenticity certificates

UHRATE is uniquely positioned to capture value across all of these sectors simultaneously

because it does not specialize in a single vertical. Instead, it offers a horizontal authenticity

layer — a shared infrastructure that any institution, business, or individual can plug into,

regardless of the type of content or document they need to verify. This horizontal positioning is

a deliberate strategic choice: rather than competing with point solutions in any single vertical

(such as plagiarism checkers, diploma verification services, or deepfake detection tools),

UHRATE aims to become the underlying trust layer that all of these use cases run on top of.
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Our Vision

"To become the global standard for digital authenticity — a borderless,

permissionless infrastructure where every piece of digital content can be

verified, every document can be trusted, and every creator can prove the

integrity of their work. UHRATE envisions a world where truth is not a matter

of opinion but a verifiable, immutable record — accessible to anyone, owned

by no one, and secured forever on the blockchain."

Founded in 2025, UHRATE was built on the belief that authenticity is a fundamental right in the

digital age. Our mission is to democratize access to truth verification technology — making it as

simple to verify a document or image as it is to send an email.

We bridge the gap between Web2 simplicity and Web3 permanence, offering a platform that

any individual, institution, or enterprise can use without prior blockchain knowledge, while

ensuring that every verification is backed by the immutability and transparency of decentralized

infrastructure.

Core Principles

Accessibility First: Verification technology should not require technical expertise.

UHRATE is designed so that a first-time internet user and a blockchain developer have an

equally smooth experience.

Decentralization by Default: Wherever possible, UHRATE pushes critical data — hashes,

timestamps, ownership records — onto public blockchains rather than centralized servers,

ensuring records outlive the company itself.

Neutrality Across Chains: UHRATE does not lock users into a single blockchain. Support

across eight networks ensures the platform remains chain-agnostic and adaptable as the

Web3 landscape evolves.

Community Ownership: Through the UHR token and progressive DAO transition,

long-term control of the platform shifts from the founding team to the community of users,

stakers, and token holders who have a vested interest in its success.

Radical Transparency: Verification scores, blockchain transactions, and registry records

are all independently auditable. UHRATE does not ask users to trust a black box — every

output can be traced back to its source.

04
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The UHRATE Platform

UHRATE is a full-stack authenticity platform available at uhrate.xyz. It serves individual users,

enterprises, journalists, educational institutions, law firms, and developers through a unified

interface with the following core modules:

1. AI File Verification

Users upload any digital file (image, video, audio, document) and receive a comprehensive

authenticity analysis powered by Claude AI. The system generates five confidence scores:

Originality Score, AI Probability, Deepfake Risk, Manipulation Score, and Trust Score. Each

verification is accompanied by a plain-language summary explaining the AI findings.

2. Digital DNA

Every verified file receives a permanent cryptographic identity comprising SHA-256 hash,

SHA-512 hash, and perceptual hash fingerprints. These form the file's unique "Digital DNA" —

a tamper-proof identifier that can detect even minor alterations.

3. Document Registry

Users register original documents on any of 8 supported blockchains (BNB Chain, Ethereum,

Polygon, Arbitrum, Optimism, Base, Avalanche, and BNB Testnet) via their MetaMask wallet.

The document's SHA-256 hash is permanently recorded on-chain with IPFS-stored metadata.

4. Educational Credential Registry

Universities and institutions register degree certificates and academic credentials on the

blockchain. Employers can instantly verify credentials by Registry ID, student name, or

institution name. AI-powered autofill reads uploaded certificate images and detects mismatches

between submitted data and the actual document.

5. Legal Document Registry

Law firms and legal professionals register contracts, NDAs, deeds, affidavits, and other legal

documents with blockchain timestamps. Parties can verify document integrity and execution

date at any time.

6. Media Verification Registry

Journalists and media organizations register original photos, videos, and reports with capture

date, location, and provenance data. Anyone can verify the authenticity and chain of custody of

media content.

7. Identity Badge System
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Users apply for verified identity badges as creators, journalists, institutions, legal professionals,

medical professionals, government entities, or businesses. Badges are reviewed and approved

by UHRATE administrators and recorded permanently.

8. NFT Certificate Minting

After verification, users can mint an NFT authenticity certificate directly to their wallet via

MetaMask. The NFT is deployed on BNB Smart Chain mainnet and contains the full verification

metadata. Users pay their own gas fees.

9. Enterprise Bulk Verification

Enterprise clients can verify up to 20 files simultaneously via the bulk verification portal or the

UHRATE REST API. API keys are issued per account with configurable rate limits based on

subscription tier.

10. Developer API

A fully documented REST API allows developers to integrate UHRATE verification into their

own applications, platforms, and workflows. Authentication is via API key with per-request rate

limiting.

Illustrative Use Case

Consider a university registrar's office that issues thousands of diplomas each year. Under the

traditional model, an employer wishing to verify a graduate's degree must contact the university

directly, often waiting days or weeks for a response, and trusting that the institution's internal

records have not been altered or compromised. With UHRATE's Education Registry, the

university instead registers each diploma's cryptographic hash and metadata on-chain at the

time of issuance. The graduate receives a Registry ID. Years later, when applying for a job, the

graduate simply shares this ID. The employer enters it into UHRATE's public lookup tool and

receives instant, cryptographically verifiable confirmation of the credential's authenticity — no

phone calls, no waiting, no possibility of the record having been quietly altered.

This same pattern repeats across every vertical UHRATE serves: a journalist proving a

photograph was taken at a specific time and place before it was edited by a third party; a law

firm proving a contract was executed on a specific date without later amendment; an artist

proving their digital artwork predates a copycat's claim. In each case, UHRATE removes the

need for a trusted intermediary and replaces it with a publicly verifiable, mathematically

provable record.
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Technology Stack

Layer Technology Purpose

Frontend Next.js 14, TypeScript, Tailwind CSS Web application interface

AI Analysis Anthropic Claude API (Vision) Deepfake detection, content analysis, OCR

Database Supabase (PostgreSQL) User data, verification records, registry

Blockchain BNB Smart Chain (primary) Verification registration, NFT minting

Multi-chain Ethereum, Polygon, Arbitrum, Optimism, Base, AvalancheDocument registry across 8 chains

Storage IPFS via Pinata Decentralized certificate metadata storage

Smart Contracts Solidity (BEP20, ERC721) UHR token, NFT certificates

Wallet MetaMask / Web3 (ethers.js v6) User transaction signing

Email Resend API Transactional email notifications

Hosting Vercel (Edge Network) Global CDN deployment

Hashing SHA-256, SHA-512, Perceptual Hash Digital DNA generation

Verification Pipeline

When a file is submitted to UHRATE, it passes through a multi-stage pipeline. First, the file is

hashed using SHA-256 and SHA-512 algorithms to generate a unique cryptographic fingerprint.

For images, a perceptual hash is additionally computed, which allows UHRATE to detect

near-duplicate or slightly modified versions of an image even when the underlying file bytes

differ. Second, the file content is analyzed by Claude AI's vision and reasoning capabilities,

which assess visual artifacts, metadata inconsistencies, compositional anomalies, and

statistical patterns associated with AI generation or manipulation. Third, the resulting scores

and fingerprints are packaged into a verification certificate, optionally pinned to IPFS for

decentralized storage, and optionally registered on a blockchain of the user's choosing. This

entire pipeline typically completes in under thirty seconds.

Security & Privacy

UHRATE implements industry-standard security practices: bcrypt password hashing, row-level

security on all database tables, environment variable isolation for all API keys and private keys,

and HTTPS-only communication. Uploaded files are processed in memory and never stored

permanently on UHRATE servers. Only cryptographic fingerprints and analysis metadata are

retained.

All blockchain-based features — document registration, NFT minting, and registry submissions

— are designed to be user-paid and self-custodial. UHRATE never holds custody of a user's

private keys or funds. Every on-chain transaction is signed directly by the user through their
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own MetaMask wallet, ensuring that UHRATE itself never becomes a custodial risk or honeypot

for malicious actors.
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UHR Token

The UHRATE Token (UHR) is the economic and governance backbone of the UHRATE

ecosystem. It was designed from first principles to avoid the common pitfall of many crypto

projects: tokens with no clear, durable connection to actual platform usage. Every utility

described below is tied directly to a real, revenue-generating feature already live on uhrate.xyz

— not a speculative future promise.

Token Name UHRATE Token

Ticker Symbol UHR

Blockchain BNB Smart Chain (BEP20)

Total Supply 1,000,000,000 UHR (Fixed — no minting)

Contract Address 0xFD8723F83F5A441EdB231F2ef1f89113B481E447

Decimals 18

Token Type Dual Utility + Governance

Utility Functions

• Subscription Payment: Pay for Pro ($10) and Enterprise ($50) plans using UHR at a 20%

discount vs USDT pricing.

• Staking & Earning: Stake BNB, USDT, or UHR in platform pools to earn UHR rewards at

10-20% APY.

• API Access: Higher API rate limits and enterprise features unlocked by holding or staking

UHR.

• Identity Badge Staking: Apply for verified identity badges by staking UHR as a

commitment deposit.

• Fee Discount: Platform fees reduced proportionally based on UHR holdings.

Governance Functions

• Protocol Proposals: UHR holders submit proposals to change platform parameters,

pricing, and features.

• Voting Rights: 1 UHR = 1 vote. Long-term stakers earn boosted voting weight (up to 3x).

• Treasury Control: Community treasury (10% of supply) governed by DAO vote.

• Feature Prioritization: Community votes on new platform features, supported blockchains,

and partnerships.

• Badge Policy: Community sets criteria and policies for identity badge approval.
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Value Accrual Model

UHR's value is designed to accrue through a direct, mechanical link between platform usage

and token scarcity, rather than relying purely on speculation. As verification volume, document

registrations, NFT mints, and subscription payments increase, three things happen

simultaneously: a portion of every transaction fee is burned permanently, removing UHR from

circulation; a portion of platform revenue (collected in USDT and BNB) is used to buy UHR from

the open market and burn it, creating consistent buy pressure; and a growing share of

circulating supply becomes locked in staking pools as users seek yield and platform discounts,

reducing the freely tradable supply available on exchanges. Together, these mechanisms are

designed to create a token whose scarcity increases in direct proportion to UHRATE's

commercial success.



UHRATE Whitepaper — 2025 Page 13

07

Tokenomics

Category Allocation Tokens (UHR) Vesting Schedule

Community & Ecosystem 30% 300,000,000 Released over 4 years

Platform Rewards & Staking 20% 200,000,000 Monthly unlock over 3 years

Team & Founders 15% 150,000,000 12-month cliff, 3-year vest

Public Sale 12% 120,000,000 20% TGE, 80% over 12 months

Treasury & Reserve 10% 100,000,000 Locked 2 years, DAO controlled

Private Sale 8% 80,000,000 6-month cliff, 18-month vest

Advisors & Partners 5% 50,000,000 6-month cliff, 2-year vest

Total 100% 1,000,000,000

Deflationary Mechanisms

UHR is designed to decrease in supply over time through three core deflationary mechanisms:
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• Fee Burn (10%): Ten percent of all UHR collected as platform fees is permanently burned,

reducing circulating supply.

• Buyback & Burn (Quarterly): Twenty percent of UHRATE platform revenue (USDT/BNB) is

used every quarter to purchase UHR from the open market and permanently burn it.

• Slash Burn: UHR staked as identity badge deposits by fraudulent or malicious applicants

is burned rather than redistributed, further reducing supply.

Vesting Rationale

Vesting schedules for Team, Private Sale, and Advisor allocations are intentionally structured

with cliff periods (6-12 months) followed by linear vesting over 18-36 months. This design

prevents early stakeholders from liquidating large positions immediately after launch, which

historically has been a major source of downward price pressure in token launches. The Public

Sale allocation uses a shorter, partially-unlocked schedule (20% at token generation event,

80% vesting over 12 months) to balance early liquidity for retail participants against the same

anti-dump principle. The Community & Ecosystem allocation, representing the largest single

category at 30%, is released gradually over four years to fund ongoing airdrops, verification

rewards, partnership incentives, and community growth initiatives without front-loading supply

into the market.
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Staking & Rewards

The UHRATE staking platform allows users to stake BNB, USDT (BEP20), or UHR tokens to

earn UHR rewards. The staking system is designed to incentivize long-term holding, reduce

circulating supply, and distribute UHR to active community members.

Pool Lock Period Annual APY Accepted Assets

Flexible Pool No lock — withdraw anytime 10% APY BNB, USDT, UHR

Standard Pool 30-day lock 15% APY BNB, USDT, UHR

Premium Pool 90-day lock 20% APY BNB, USDT, UHR

Rewards Distribution

All staking rewards are paid in UHR tokens. Rewards are calculated daily and claimable at any

time. The rewards pool is funded from the "Platform Rewards & Staking" allocation

(200,000,000 UHR, unlocked monthly over 3 years), ensuring a sustainable and predictable

reward schedule.

Staking Tiers & Platform Benefits

Tier Stake Required Platform Benefits

Bronze 1,000 UHR 10% discount on all platform services

Silver 10,000 UHR 25% discount + priority support

Gold 50,000 UHR 50% discount + Pro API access

Platinum 200,000 UHR 75% discount + Enterprise features + 3x governance voting

Worked Example

A user stakes 50,000 UHR in the Premium Pool (90-day lock, 20% APY). Over the course of

one year, this position would accrue approximately 10,000 UHR in rewards, paid out in UHR

and claimable progressively. Simultaneously, by holding a 50,000 UHR stake, the user qualifies

for Gold Tier benefits — a 50% discount on all platform verification, registry, and NFT minting

fees, plus access to Pro-level API rate limits without requiring a separate USDT subscription

payment. This dual benefit structure — yield plus platform discounts — is designed to make

staking attractive to both passive token holders and active platform users simultaneously.
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Governance & DAO

UHRATE is committed to progressive decentralization. The platform will transition to

community governance through a Decentralized Autonomous Organization (DAO) as the

ecosystem matures. The DAO will control key platform parameters, treasury spending, and

strategic direction.

Governance Process

Proposal Submission: Any UHR holder with a minimum of 10,000 UHR can submit a

governance proposal via the UHRATE governance portal.

Discussion Period: Proposals are open for community discussion for 7 days before voting

begins.

Voting Period: UHR holders vote over a 5-day window. 1 UHR = 1 vote. Long-term stakers

receive up to 3x voting weight.

Quorum Requirement: A minimum of 5% of circulating supply must participate for a vote to

be valid.

Implementation: Proposals passing with a simple majority (>50%) are implemented by the

UHRATE team or executed automatically via smart contract where applicable.

Treasury Management

The community treasury holds 100,000,000 UHR (10% of total supply), locked for 2 years from

token launch. After the lock period, all treasury spending requires a successful DAO vote.

Treasury funds may be allocated to: platform development grants, security audits, marketing

campaigns, ecosystem partnerships, and liquidity provision.
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Roadmap

Phase 1 Platform & Token Launch (2025) ● Active

• UHRATE platform live at uhrate.xyz with 58 routes

• UHR token deployed on BNB Smart Chain

• Tokenomics and whitepaper published

• Google Search Console indexing initiated

• AI verification, document registry, education, legal, and media portals live

Phase 2 Private Sale & Community Building (Q1 2026) ● Active

• Private sale to strategic investors and early supporters

• Telegram and X community growth campaigns

• Partnership announcements with institutions and media organizations

• Identity badge system opened to public applications

Phase 3 Public Sale & DEX Listing (Q2 2026) ■ Upcoming

• Public sale via BNB Chain launchpad

• PancakeSwap liquidity pool establishment

• UHR subscription payments enabled on platform

• CEX listing applications submitted (MEXC, Gate.io)

Phase 4 Staking Platform Launch (Q3 2026) ■ Upcoming

• Staking smart contracts deployed and audited

• Flexible, Standard, and Premium staking pools live

• Fee burn mechanism activated

• Quarterly buyback and burn program initiated

Phase 5 DAO & Full Decentralization (Q4 2026) ■ Upcoming

• DAO smart contract deployed

• Treasury control transferred to community
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• Full governance voting enabled

• Swap platform for UHR on uhrate.xyz

• Mobile application launch
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Competitive Landscape

The authenticity verification space has historically been fragmented into narrow, single-purpose

tools. UHRATE differentiates itself by offering a unified, multi-vertical platform combined with a

token-incentivized ecosystem. The table below outlines how UHRATE compares to existing

categories of solutions.

Solution Category Limitation UHRATE Advantage

AI deepfake detectors Single-purpose, no provenance recordAI detection + permanent blockchain proof

Centralized diploma verifiersRequires institutional cooperation, slowSelf-service, instant, on-chain lookup

Document notary services Centralized, costly, jurisdiction-boundDecentralized, low-cost, global, multi-chain

Generic NFT platforms No authenticity analysis, speculative focusNFTs backed by real AI verification data

Token projects with no utilityValue purely speculative Token tied to live revenue-generating platform

UHRATE's core competitive moat is the combination of breadth (eight verification verticals

under one platform), chain-neutrality (eight supported blockchains), and an aligned token

economy that rewards both usage and long-term holding. This combination is difficult for

single-purpose competitors to replicate without fundamentally re-architecting their product.
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Risk Factors

Prospective participants in the UHRATE ecosystem and UHR token should carefully consider

the following risk factors prior to engaging with the platform or acquiring tokens.

Regulatory Risk: Cryptocurrency regulation is evolving rapidly across jurisdictions. Future

regulatory changes could impact the legality, tradability, or utility of UHR in certain regions.

Market Risk: The value of UHR, like all cryptocurrency assets, may be highly volatile and

influenced by broader market sentiment unrelated to platform performance.

Technology Risk: Smart contracts, despite testing and audits, may contain unforeseen

vulnerabilities. AI models may produce false positives or false negatives in authenticity

analysis.

Adoption Risk: UHRATE's long-term success depends on achieving meaningful user and

institutional adoption. There is no guarantee that target markets will adopt the platform at

the scale anticipated in this whitepaper.

Competitive Risk: Other companies or protocols may develop competing or superior

authenticity verification solutions.

Liquidity Risk: Following token launch, UHR liquidity on decentralized exchanges may be

limited initially, potentially resulting in higher price volatility for large trades.

Team & Execution Risk: As with any early-stage project, successful execution of the

roadmap depends on the continued commitment, resourcing, and capability of the founding

team.
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Legal Disclaimer

Not Financial Advice

This whitepaper does not constitute financial advice, investment advice, trading advice, or any other sort of

advice. UHRATE and its team members are not financial advisors. You should not treat any of the content in

this document as such. We strongly recommend that you seek independent financial advice before making any

investment decisions.

Forward-Looking Statements

This whitepaper contains forward-looking statements that involve risks and uncertainties. Actual results may

differ materially from those expressed or implied by such statements. UHRATE makes no representation or

warranty, express or implied, regarding the accuracy or completeness of the information contained herein.

Risk Disclosure

Purchasing UHR tokens involves significant risk. The value of cryptocurrency tokens can fluctuate dramatically.

You may lose all of the money you invest. You should only invest what you can afford to lose. Past

performance is not indicative of future results.

Regulatory Compliance

The UHR token may be subject to different regulatory treatment in different jurisdictions. It is your responsibility

to ensure that your purchase, holding, and use of UHR tokens complies with all applicable laws and regulations

in your jurisdiction. UHRATE does not offer UHR tokens to persons in jurisdictions where such offering is

restricted or prohibited.

No Guarantee

UHRATE makes no guarantee that the platform, token, or any features described in this whitepaper will be

delivered on any particular timeline or at all. The roadmap presented herein is aspirational and subject to

change based on market conditions, technical constraints, and regulatory requirements.

Intellectual Property

All intellectual property rights in this whitepaper and the UHRATE platform belong to UHRATE. No part of this

document may be reproduced or distributed without prior written consent.

UHRATE — Decentralized Authenticity Network uhrate.xyz | t.me/uhrate | x.com/Uhrate © 2025

UHRATE. All Rights Reserved.


